Abstract This article presents findings concerned with the use of neural networks in the identification of deceptive behaviour. A game designed by psychologists and criminologists was used for the generation of data used to test the appropriateness of different AI techniques in the quest for counter-terrorism. A feed forward back propagation network was developed and subsequent neural network experiments showed on average a 60% success rate and at best a 68% success rate for correctly identifying deceptive behaviour. These figures indicate that, as part of an investigator support system, a neural network would be a valuable tool in the identification of terrorists prior to an attack.
Introduction
DScent was a joint project between five UK universities combining research theories in the disciplines of computational inference, forensic psychology and expert decision-making in the area of counter-terrorism. This article discusses the findings of research and development around the role and the use of neural networks as a tool for identifying deception in the field of counter-terrorism.
For the purpose of data generation and system testing the project team devised a closed world game called "Cutting Corners". This game was used as a test-bed to allow development, application and validation of an artificial intelligence (AI) approach for identifying deceptive behaviour. Within the game participants acted as teams and traversed certain locations using GPS enabled devises to communicate, navigate and purchase items. The game participants either acted as potentially dishonest 2 builders who were constructing part of an Olympic stadium, or terrorists masquerading as builders with the aim of planting explosives. The game was divided into rounds with a certain number of dice throws per player and the winner was the first to accomplish their aim.
Each game consisted of four players with between one and three players acting as terrorists. During the game the players could visit three different types of virtual location: the Builders Yard, selling virtual construction blocks, soil and fertiliser; the Electronics Store, selling virtual wiring and dynamite and the Olympic Site, where virtual items could be unloaded. An initial amount of virtual cash and a virtual van was given to each player at the beginning of a game. During the game van searches and van weight checks were carried out where players displayed two items in their van and were weighed respectively. If the van exceeded the maximum weight allowance the player did not receive a cash reward. On completion of each round the sum of items sold from each shop was calculated.
An investigator support system, known as DScentTrail [1], was developed that presented graphical scent trails 3 of a suspect over time. This support system was underpinned by a neural network to help identify and highlight deceptive behaviour. Preliminary work was carried out on a behavioural based AI module which would work separately alongside the neural network, with both identifying deception before integrating their results to update DScentTrail.
AI Techniques for Counter-Terrorism
The use of various AI techniques, such as data mining, artificial neural networks, symbolic AI and Case Based Reasoning for counter-terrorism have been advocated by Markman [2] and Marappan [3] . Schneier [4] however, in his article on Why Data Mining Won't Stop Terror, writes that data mining works best when you're searching for a well-defined profile, a reasonable number of attacks per year and a low cost of false alarms. Rudmin [5] is also sceptical regarding the use of data mining techniques and disregards them completely as in order to make a Bayesian computation, he estimates that at best in the USA there would be a baserate of 1 terrorist per 300,000 people and that if a surveillance monitoring system had an accuracy rate of 40% positive identification of real terrorists then according to Bayes' Theorem the misidentification rate would be .01%, or 30,000 innocent people. Rudmin stresses that these numbers are simply examples based on one particular technology. Jonas and Harper [6] in their report on Effective Counterterrorism and the Limited Role of Predictive Data Mining agree with Rudmin regarding the unacceptable number of likely false positives, they state that it would be a waste of resources and a threat to civil liberties. In addition to the high number of false positives, they argue against the usefulness of predictive data mining for counterterrorism due to the absence of terrorism patterns, leaving it impossible to develop useful algorithms.
Data mining was not used on the DScent project since it is generally used for extracting information from large quantities of data that is collected for reasons other than for the purpose of mining itself. The DScent data was explicitly designed and collected for identifying suspicious behaviour. DScent would not encounter the problems outlined by Rudmin, Jonas or Harper of having to
